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Article Info ABSTRACT
Article type: Background and Objectives: Although Gilan Province is one of the main
Short Technical Report kiwifruit production regions in Iran, it faces challenges such as high energy

consumption, inefficient water management, and traditional irrigation

Article history: practices. In this study, an loT-based smart irrigation system was designed

Received: 11.04.2025 and simulated for kiwifruit orchards in Talesh County to evaluate its effect
Revised: 03.08.2026 on irrigation decision-making and energy consumption under encrypted
Accepted: 05.31.2026 and non-encrypted conditions.

_ Materials and Methods: In this study, a CoAP-based smart drip irrigation
Keywords: . . o
CoAP, system was designed and simulated on the Contiki 2.7 platform for a
Energy Consumption, 12-year-old kiwifruit orchard in Talesh County. The system consisted of
Kiwifruit Orchard, eight soil-moisture sensors, one water-level sensor, and one gateway node
Precision Agriculture, arranged in a mesh network to collect environmental data and transmit
Smart Irrigation them to a central server. The main objective was to evaluate the energy

consumption of sensor nodes under two scenarios, with and without
lightweight encryption, and to examine the feasibility of adding a security
layer without imposing significant overhead. For CoAP communication,
the node-coap library was used as the client agent, and real-time weather
data were obtained from the OpenWeather API to improve simulation
accuracy. The irrigation process was fully automated and event-driven, so
that irrigation was started or stopped based on water availability and the
average soil-moisture level.

Results: Based on the simulation output, the average power consumption
of the sensor nodes during each 10-minute irrigation event was 4.859709
mW in the non-encrypted mode and 4.863555 mW in the encrypted mode.
Considering an annual yield of 35,000 kg per hectare and 221 irrigation
cycles per year, the specific energy consumption in both modes was
approximately 2.976 MJ kg t.Analysis of energy distribution among the
sensor states revealed that the receive (RX) state accounted for the largest
portion of total energy consumption, followed by the transmit (TX) state.
Adding encryption caused only a minor increase in processor and
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transmission energy consumption, while the RX energy remained almost
unchanged. This demonstrates that the lightweight encryption algorithm
introduced negligible energy overhead and can therefore be used safely in
constrained sensor networks.

Conclusion: The results showed that adding lightweight encryption to the
CoAP-based smart irrigation system did not cause a significant increase in
energy consumption, and the difference in power usage between the
encrypted and non-encrypted modes was less than 1%. This finding
indicates that the computational overhead imposed by encryption was
minimal, and that lightweight security mechanisms can improve
communication security and data confidentiality without negatively
affecting energy efficiency or the operational stability of agricultural
wireless sensor networks.
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